FiFEEERIMEAndroidiRIEAY (java)
—. TP

BARIMESDK, FREFTETHIATEE

MR AT R TT 5T & % SDKF2 DL RH5 & L H 3%
CEUUElW e

WAL SDK;

M4 FH P 2 5745 2 8 FH SDKEE L1 b 8

B0 SDKEEN A2 75 1EH 5
RGP B NAH DG T BB 1T
AT R IhREIEN AT TR S E B R

A sdkip & LRI ARG NAndroid 4.4

0 N O v A W N R

—. BEAZE
1. &Asdk

LAAndroid StudioZaffl, S3kENEIAIsdkiaarSTEREI TI2hAlibsSIESE T, SAETEapphy
build.gradle3{4=1g a0 A3

repositories {
flatbir {
dirs '"libs'

}

fbuild.gradlefc &34 dependencies{kiiFiE N SaarBHISIA (X x xRTIRAES, BERRERASZ
FHRASRITROMRAS) -

dependencies {
impTlementation (name:'HTProtectLib-x.x.x', ext:'aar')

}

2, TEFERIABI
SDKIE{E T armeabi, armeabi-v7a. x86. arm64-v8alUftABIEYZH;, EMASSHIXPUFRABI,
FE:

o MRFREBAZHHXAZABI, RESWRESHIIABIH#TIZIE, RAAKCRASH
o WNRapp REBEZIAFERIABI, tbalarmeabi, armeabi-v7a, x86=#f, ®JLAfEbuild.gradlei&in
WNTECE:


af://n0
af://n3
af://n5
af://n9
af://n11
af://n16

defaultConfig {
applicationId "com.XxX.xXxx"
minSdkversion XX
targetSdkversion XX
versionCode XX
versionName "X.X.X"
ndk {
abiFilters "armeabi", "armeabi-v7a", "x86"

3. AIBPRIER

SDKASERIBEEHENIR, EEATEARIMEFINER, EiTEAndroidMenifest.xmI3EAERI0TZIA
(RECE:

<! --PHEIEfE-->

<uses-permission android:name="android.permission.INTERNET"/>
<!--FPEEELE-—>

<uses-permission android:name="android.permission.READ_PHONE_STATE" />

<! --3KIIMACHLHE - ->

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>

<! --FRE LKA - —>

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>

4. KRMMProGuardiits

EfEAProGuardif{TiEE, HEIGSDKEMARIKEHRRE, EfEAAndroid studioFfA&, NfEproguard-
rules.proXX BRI MMER:

-keep class com.netease.htprotect.**{*;
-keep class com.netease.mobsec.**{*;

=. SDKIEAEBikE
1. SDK#Hak

EOME:

Tt RIMESDK,

NN

(EREfEOZAY, YRSRBYRNED, EERENESE—EEA.
EI-H

ZEO R BEO.

ERENREY.:

public static void init(Context context,String appId,String gameKey,int
serverType);


af://n25
af://n28
af://n31
af://n32
af://n33
af://n35
af://n39

SE0R8E:

el 588
context HEIER LT
appld ZIEHTPS BCappld

gameKey ZIEHTPHBtgameKey, S5FiFINERIappKeyXIRz, gameKeyiBEXARZEIREX

FMERT; PEXRMBXIEERT, PEESHXIEE2; EitutXiSE3, A

serverType
PE T mimtEa

WEERFIdemoiBEAR ZEIREL.
ZHILES:

import com.netease.htprotect.HTProtect; // WAsdkfHE D2
public class MainActivity extends AppCompatActivity {

@override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentVview(R.layout.activity_main);

Context mContext = getApplicationContext();
HTProtect.init(mContext, "AXXXXXXX","XXXXXXXXXXXXxXX",1); //VHsdk¥iaait
BdnitiRE

3

2, EFRENEABER

EORE:

O THIERERTRET, SKHBID. BHBETR. %@Lkvs%lﬁ%?‘ [RHMERERIEIREH—R LI,
WRTBFIERRE, MNEEETANAF LU THRNAYET.

BN

EinidZOa0RAR, BRAFRSRAMABREAERABZED, PRIAGREMIEINIEHERMES,
WREERAZEORENEENAEEE.

=
ZEROARINEVSBARABED, BRFRSRAMABEREZEERZED, NZZEEARE,


af://n41
af://n59
af://n61
af://n62
af://n64
https://support.dun.163.com/documents/413846598587424768?docId=507376333387018240

EREYRE:

public static void setRoleInfo(String roleld, String roleName, String
roleAccount, String roleServer, int serverId,String gamelson);

S8588:
&4
roleld
roleName
roleAccount
roleServer
serverld
gameJson
gameJson=FERi5AR :
KEY KEY
3k
B ;
pisasd ¥
hRA v
=] 2]
wIR F
hiRA =
5 2]
iR ¥
R =
%5 2]
R ¥
R F
IP ER
iR
KR int

iz

i71:):]
RABEID
IERNAERER
ERPNBEKS
xRMIAEIRSES
FriEiRs5=emid
FREE LERNER
=
KEY{H &
%
il
. 1)
GameVersion *
. A
AssetVersion “*
aJ
TransHost %
aJ
TranslIP *
aJ
TransPort %

. SIR—Nson=FfFER, E8key miEs

o33 m

1588

ZEMBERN, RIMNESIERAEZM
b, REBIRE"http://"8E&" https://"BI%R,
BRI

B

—

ZEMNEFER, RIMEETEEAIRD


af://n69
af://n72

IR RIE iR

REZE, SHERXIIZERRENE, SYEEFNRIRS mAIRENE, HFERSRELE
ZERR BETNERRE— N EEERE, WHRAGERAS0, WFRIRERMFEMZERAA
RifgE. RERARANNIHMES L, ZFETEREERSRER, SEEARSEREEIZER
BimRWAIBIR FRER KT

B

JSONObject object = new JSONObject();
object.put("Gameversion","1.0.1");
object.put("Assetversion","1.0.1");
object.put("TransHost","test.163.com");
object.put("Transip","8.8.8.8");

object.put("Transport",80);
HTProtect.setRoleInfo("123456"," 5/NE", "yd@163.com", "i7xkillik
A",123,0bject.tosString());

3. {FEEiREE (ERIR(TIZEINGE)

ERGIERAT . ERFP. BEERIEREZE, SRIMEEEEMIIS, TTEMEA,
EOME:

TRt EFBRSZRE, tinER, M. WEBERE. BREFER, WSEaEdizIEe,
FRTHRITRERPIAS. WS EFint @i iZiEOkR oken, FriGixtokenXEINSTTIRS R, RS
SSRGS IRAZERS A iEcheckiER, SREUTRARMGNER, WSHRSIHRIEZER ML
HENIR{E,

BN :

Bz REE—EiEtoken, WS HEFimEEFGtoken
tokenskiERcheckiZSREARMESR, {E Fim) £

bt =N

ZEOARSED, 2F—EFER, MABRIEEM3s, SESDKIGHMERENEERGERE
iARRE, BERFRSIRIABSREAERBZIED, NZZ/EE A,

HEMRIFER, SRILTABER, FiRE roleld/40", &3
sdkEEERFABER, AIZREXmacEHRRAEE.

B

RRREN SR, WSRinEaEmLL

Ll

SEIERNBERIREA

String acToken = HTProtect.getToken();

REE:

IEEERT, getTokenZOR—ESBRENE, RE—MERSEREZ, initEOEAKXY, initEO%x
WMBERIRBE—FIER: FFEIFEREIRSS.

4, RPILSHTHEN (RIRIZEINEE)


af://n149
af://n151
af://n153
af://n155
https://support.dun.163.com/documents/413846598587424768?docId=550528642034974720
af://n157
https://support.dun.163.com/documents/413846598587424768?docId=507376333387018240
af://n160
af://n162
af://n164

EORE:

MEREIRERARIENZFRNERIZE, FIRTFENSS, NMUEMEFKRETFE, B
TR, BEERERIMESDKIRFMBXRAMT RS R, EREURTTARURON, FE
ErRERE, FEIREREL/EEREER, ®Erole idlHEEBEREA.

BN
BRI EIRRIURTERINERT R, FEEREA.

BEERIE R E LA D 5= FERregisterTouchEventfunregisterTouchEvent, FFiSflXim
HEUERRE, VIRBABMRE—INANZRIJ, HEPHEZE, NEEASNINAGSFHER
EZEEE,

ERZINEERIRH R, EEANsdk AR RaarE, FEEsdkARHAassetsBR T G2ERE N R apkiy
assetsHET.

(1) FREFRELIE
EREYRE:

public static void registerTouchEvent(int gameplayId,int sceneId)

EREi50R :
FEAZEAR, FHARERTEIEXEIE.
S¥0508:

o 1588
gameplayld Imi%id

sceneld m=Rid
AHIES:
HTProtect.registerTouchEvent(123,456);

(2) XHEIEREE
EREYRE:

public static void unregisterTouchEvent()

ER&Li5LEA :
BB RS EERE.
UL

HTProtect.unregisterTouchEvent();


af://n165
af://n167
af://n172
af://n175
af://n177
af://n188
af://n191
af://n193
af://n196

5. iBAET

EOME:

[RHMESDKiRMroot, BHIEE, RIMERAFEEERRS, UKEMESITIEE.
BN

WiRfEsetRoleInfoZ 54 AT AIZEC

HERE:

public static String ioctl(int request, String data);

SHRR:
o %88
request X Rz [ { FEE HIE KA e <
data XNIREEERIINEGE, A=
request(g:

public enum RequestCmdiD
{
cmd_GetEmulatorName = 1,
cmd_IsRootDevice = 2,
cmd_DeviceID = 3,
cmd_GetHTPVersion = 7,
cmd_GetCollectbata = 8,

Cmd_GetEncHTPVersion 9

s
iR[EE:
HimR[E] unsupported request  (R3FFHIER<S) |, IEFHIREIRIN ap SHIER
(1) HEHUEEAS
BRIMEERETEIURRER. THINEHE, REERURRETR
aBIEs:

String name = HTProtect.ioctl](RequestCmdID.Cmd_GetEmulatorName, "");

R[OH:

SN EERNRIESEE. & AEMSENREEIZEEFR, =~ emulator:Nox , EHAFRMNNEIIEE, NIR
@] emuTlator:Unknown , ZAEHNL, NR[E] emulator:None


af://n198
af://n199
af://n201
af://n203
af://n207
af://n220
af://n222
af://n224
af://n226

(2) roott&illl

ARIMNERRERIRERZEroot,

EULHES:
String name = HTProtect.ioct](RequestCmdID.Cmd_IsRootDevice, "");
iR[EE:
HArootike, IREEN root:1, HARrooti®sE, REHEN root:0,
(3) RIMERRFSIREN

B RIMEEREIA S RIFERN SRR INERA S, EEEMIRIRINERES.
FHHCES:

String version = HTProtect.ioct](RequestCmdID.Cmd_GetHTPVersion, "");

REE:

MAS—EARA AT, RBEUEZSFI: "4.15.114",

BEIRBINEGANRAS, aTLUMEANSEL Cmd_GetEncHTPVersion”
FHHCHS :

String version = HTProtect.ioctl(RequestCmdID.Cmd_GetEncHTPVersion, "");

REE:
IRAE—EARDS, IREWESF): "iF13uXakVteXVA==| | 58807f98da0d945b5d60bade8f22a428",

REEFEE AR EIRMHAIIRS InEE A THEE,

6. LHERSG
EOMRE:

RERINERSHNZE, PIERERINERSHTIESERRBEIXG, ErIEEE RIROBHER,
BRI BRIRIMEEITIRES, B @RI ERRIMEE TS, aRESERIMERSSHY

IEHIETT,
RS @ OBbSERTIREIRIMELTE, WREFMRIANA, BRRZEIAE.
BN

o registinfoReceiveriEOFETinitZ T EA
* SDKEEMEAERIAAoNReceiveRE, HERSLAZAIR

ERERE:

public static void registiInfoReceiver(InfoReceiver receiver);


af://n228
af://n230
af://n232
af://n234
af://n236
af://n238
af://n242
af://n244
af://n247
af://n248
af://n251
af://n258

SE0R8E:

e E 3] i 8B
receiver InfoReceiver EIEREL, BKOBER
InfoReceiverfYiZEOEN. :

public interface InfoReceiver{
void onReceive(int Type, string Info);

}
onReceiveZ&#§iiifg:
e E 1588
Type int EREERIRE
Info string LGNS 6

BeiiFtypeily:

B EX i58p
1 NetHeartBeat.INFO_TYPE_HEARTBEAT OEEEE, TEEEE iR

INZERIOBEEE, DIURIER

2 NetHeartBeat.INFO_TYPE_ENC_HEARTBEAT g
¢l 3

3 NetHeartBeat.INFO_TYPE_CHEATINFO

NEHEER
RBHCES:
o SCHlEM
import com.netease.htprotect.HTProtect; // VANsdkiE 12

private class MyInfoReceiver implements NetHeartBeat.InfoReceiver {

public void onReceive(int type, String info) {

if (type == NetHeartBeat.INFO_TYPE_HEARTBEAT) {
Log.e(TAG,"info is:" + info);
// GEEE nfoib AT M)

}

if (type == NetHeartBeat.INFO_TYPE_ENC_HEARTBEAT) {
Log.e(TAG,"info is:" + info);
// GREEIEinfo, NINECRE, FARAMRS AT

}

if (type == NetHeartBeat.INFO_TYPE_CHEATINFO) {
Log.e(TAG, "info is:" + info);

55

.. =

T

HwER, BffappENERIARMNEZ


af://n262
af://n274
af://n306

public class MainActivity extends AppCompatActivity {
@override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentVview(R.layout.activity_main);

Context mContext = getApplicationContext();
HTProtect.init(mContext, "XXXXXXXXXXXXXXX');

MyInfoReceiver mInfoReceiver = new MyInfoReceiver();
HTProtect.registInforReceiver(mInfoReceiver); // JEMHEL

i FfRtypeRBU AT, Rl REKES—F, BINRFBIIZEOOBEEE, REEERSHE
1TRET.

D RFEE10sHSIREI—REIRE(Info"), REIEUIEA—NZRE, “Info"83=MER, PIIEF
IS, BHERE. MRIRES, FERkeyvaluelERFHER"| |"9DE], SN TFERAR:

= Sk
ZH T SEER ;“ﬁ*
BRIE  seq  MMETTHAEE  BRISTEE RELE 2
\/—\-i—\‘ AL NETS S
e T e R LI e m——— 2
BRI
Rttt MEREREND  guecs smewen nRs
- net (1 AN, 0R%k o =
H R0
)
Infol R EHERAI:

* ZEMEBESIERR:

seq:1]||t:1589781840] |net:1

seq:1||t:1589781840]| |net:0

SISEIESVE

e seq. tHnet2BHM, R=MRRANOREF—ESRENE, &L, RPRINERE
o seqRUERENE"MIFHARXEE RINN, ERNE, RIBREIEREN

* netAHOEREKHIHIN, ESHHPAnethIEEELN0, RIBNERE

o HHIIRINEREHNEBRE, BEAPRUSHIESSHIMABITLHE



7. EEBSES
EORE:

AN, BN, TEESMEF RN Et, ERMELSR, NS
ihiSIE SR, EAhSRBE IR SR, BT IREGEM A NE. AIRE N R,
ZERMEIERGL SR, RABMERMURIEEZ.

BN

EFIREANSERISEORE, RSRIINAETRE TR, RS RETERINER SRR BEIA
B,

EREYRE:

public static String getbDataSign(String inputbata,int algIndex);

SERR:

' KB L

inputData String FRIQIEYE

algindex int FREENR, FERAZBEAR
iR[EHE:

EEREIERIRIRER, FAEBEERANIE SRIEREXENRS, EIRSHER.
8. HRBISHHY

BB TEANEHEAHVACE S, IEHSSRIoReN, REET5N, RuEEe
%,

N

BT RABEHEZE SFE—THEERR I HFRAEER, REELTEZNEREREPHRELIR
REH, REEFRIIEERE. WHSEREHZEENR. NRFERIILEND, BRRZEHRNE
EERRGEREassets AR T)FIIRSSIHER IS,

EREYRE:

String safeCcomm(String input, int algType, boolean dec);

SERIA:
£ R i8R
input String FINEZRIEHE
algType int FrEFEFR, Bafgo

dec boolean trueR N NRE RS IRAVETE, falseR R~ INZEHERIIRSS U


af://n360
af://n361
af://n363
af://n365
af://n367
af://n381
af://n384
af://n386
af://n388
af://n390

R[OH:

HdecHfalsely, IXERIEGRERININENERER, FAEFTERIEIRESRIVERAEZHFIRS
I, ERFFMARSSIRMRREANRGG, INEERMOR E= e

HdecHtruely, IRERIEEENIRS IHEIRREZENER, BEEXMIREISFRFE"
9. FHEINRFE

EORE:

BB AR SRR IR TRE

BN

INZEENEIE, FERENTBTFME, sdkRIREINEBEFRZINEE

HERE:

INEEXISRAIString:

String localSaveEncode(String inputbData,int algIndex);
String localSaveDecode(String inputbData,int algIndex);

nERggAbytel]:

String localSaveBytesEncode (byte[]inputbata,int algIndex);
byte[] localSaveBytesDecode (String inputbata,int algIndex);

S80iR08:

8% i5Bp

inputData =R NEEE R ENEYE

algindex SH090: RappLiE4hE; 28081 RappER4iE
BEE:

ARNEEDO, REREIERN RIS EIRERIE .
EEMEEED, REREIERIAE I NAIRIAETE.

10, iE(EHRSS

BEEIMERERIMEXI AR, SoINERERTEFRMZZEEZMip, PRETRIMERE
B, MRINERR, FHHRZENRR, MBHENEFRNZZEES. BN mEalz
BEIMEEEINES R R SENRNEEIRS . EERSBRIFEALIN, DR RIMESDKEE)
CEEFES BEIERE, IREISHEREFREAS .

EREIE NI EEREE, BELORSRENSERRSE.
(1) RIMESDKEmLEE (iE(E1.0)

fisa: BNERIES RERMENEEIE, SRR,

B QSShtpRR, REBETE, ZHRB.


af://n408
af://n411
af://n412
af://n414
af://n416
af://n422
af://n436
af://n439

NG

BRRENGIV EES SEFIREENANEESE, HPERR0ER, E2EMEH
FERFMENBIER T, HEFRIREREEERH TREEIEER

IRSHENSR: BERIMESOKEMIALE,

(2) FEHLBEEE (1552.0)

fim: REBWEE, B,

B SOSHGRSIR LR, TSOSRONERISENS, SRBMZRONLRINE, JERX.
BNRAL:

EREEANST ERERERGE, TEAZED, BBRequestCmdIDICmd_GetCollectData, 3£
EURIMNEGREEEUR, RS (ATSHREIE—R) HIREIFEIRSES, IRIRSIHESRIMERELSIER
KRS ERSS 28,

IRSIRIEANLI: T HENTUEE,
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af://n445
af://n448
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